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0x80000000 (3GB)
User Mode Space Only applies to
(3GB) User Mode Space EXEs flagged as
(2GB) large-address aware
0 0
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B3 : These virtual addresses are mapped to physical memory by page tables, which are maintained by the operating system

kernel and consulted by the processo.
2[FI3Z :Each process has its own set of page tables, but there is a catch.
SEEE B PHNEERS.
PFEEE x86HICPUSD 03 = MFR B 0&E 3BT, Linux (ERAIE 0 AN 3 K.
REE IXEHRIRAT Wt SRR IR .



Kernel Space
(1GB)

Kernel Space
(1GB)

User Mode Sgace
(Firefox)

User Mode Space
(/bin/ls)

Kernel Space
(1GB)

User Mode Space
(Firefox)

2: AR

FHAXR. B3R Linux PHERNS T AEFRVGE.

HERERRIEITER | JIFABIETEE LRIHENSERAVER EHlbIEEREE.,
XERESBERnEBNTERE. RERES|REXIaIAREEIE | ittt FANER
RIS, EERGEEREENEITEEREERD  #MmAEKEIXFNAFI b, —
BiSET \FSEMEIA. IEFEL BN TS SIRITER 7. Linu BT EX.
NTFIRGT ERFIHERTESIA I I — MR MR, BARFERR |32 UM ==EFFERR |
BENSEEN |, R ImBEEIZIER.

gt sE R EE— N ERERK KD RS ESEHEHE L FHEBTENMRIBNE,
BRREEREBSE— N FRIENER 125 EREEREIMER. XM ELIRIZITTEEE
EEAMBEIEESEMNGEHTHREN X EREAREEFAE MRS IRIRER LY
HE  REE— NMERRITBNEH A LUSE. Eltitik, BikIPEEH00R. BT | 1F4E891%
BRI AFRIETE CPURY cache 1, LAIDREURATISE], HIEHIIENEIZEE
B Sz Ak =E,

FEREBEEREUEA T HEIRHIAFERET AN [ 2SS EMSTIIAFER  Himit AR+
MR, Linux BB expand_stack(RMIBERTIARET ; expand _stack (8 FHacct_stack_growth (HR TSNS
THEHRBRIE | NRHERMERRIXIVNT (BEZR M) NtESIEK  BRArsmin
7. XMBERT BFERERAAERETRITUXESE., XMEEENNG  EXIMEEE
B, BNRIEFMEHOXNAEI THRNSEXE Wstkiad EFar-E£RiER. SMmEE%ED
ERET BiE BMEEZ/NT 12T EEASKGE. XIEEAIBEITRE  \REERIEANR.

ISHIRIB K EE—R—Min RS N EFEX T ge & Z001ER. (HIH BRI AT
XA EBLSHERER. BUMEIIANFXERIELN  IRWXLEKIFHITEIRE B2BE

EEIR,



Kernel Space
1GB User code can not read from nor write to theses addresses,

doing so results in a Segmentation Fault

0xc0000000 == TASK_SIZE
} Random stack offset

Stack (grows down)
RLIMIT_STACK (e.g., 8M)

Random mmap offset

Memory Mapping Segment
File mappings (inclue dynamic libraries and anynomous
Example: / lib/ libc.so

program break brk

3GB heap

start brk
} Random brk offset

BSS Segment
Uninitialized static variables, filled with zeros.

Example: static char® userName;

end_data
Data Segment
Static variables initialized by the programmer.
Example: static char* gonzo = "God’s own prototype”;
start_data
Text Segment (ELF) end_code
Stores the binary image of the process (e.g., /bin/gonzo)
0x08048000
0
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Used Free

memory memory

Free memory = 15MB, maximum allocation = 3MB
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Memory Symbol name or

BSS Tl address in memory
Read/Write (anonymous) T /—/%
~ userName
R (memory filled with zeros)
B T~ Y cntActiveUsers
Read/ Write T
-~ 0x080484f0 gonzo
Text RN
Read/ Write T - 10 cntWorkerBees Binary image
”God’s own prototype” 0x080484f0 on disk
/bin/gonzo
jmp here, jmp there
mov this, mov that 0x08048000
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1GB Kernel Space

0xc0000000 == TASK_SIZE
Stack

Memory Mapping Region

3GB

heap

BSS Segment

Data Segment

Text Segment (ELF)
0x08048000

0
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